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Abstract
Software ecosystems (SECO) are commonly modeled using struc-
tural approaches such as the Software Supply Network (SSN) nota-
tion. However, existing SSN-based models are predominantly static,
limiting their ability to represent ecosystem evolution and actor be-
havior over time. This paper presents SECO-Sim, a framework that
transforms SSN models into agent-based simulation environments
for SECO. The proposed approach enables the representation of dy-
namic events, temporal changes, and emergent behaviors through
computational agents derived from SSN actors. To evaluate the
feasibility of the proposal, we conducted a preliminary in-silico
experiment using the SOLAR SECO under scenarios involving sup-
plier failures, technological improvements, and platform overload.
The results demonstrate that SECO-Sim preserves the original SSN
structure while enabling dynamic analysis of ecosystem behav-
ior over time. The proposal contributes toward simulation-driven
SECO engineering and opens new opportunities for exploratory
and predictive analyses in SECO research.
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1 Introduction
A Software Ecosystem (SECO) is understood as a metaphor from
Software Engineering applied to the analysis of the dynamics of
software supply networks, especially those centered on platforms
[7, 9, 15]. In this context, Boucharas et al. (2009) proposed the
Software Supply Network (SSN) notation, widely adopted by the
SECO community for modeling purposes. The SSN represents an
interconnected set of software, hardware, and service organization
elements that collaborate to meet market demands [6, 30]. Subse-
quently, this notation was expanded by Costa et al. (2013), who
incorporated new components and further detailed its elements, in
addition to improving the guidelines for its application.

To understand the behavior of a SECO, it is essential to analyze
its organizational structure, the roles played by the actors, the rela-
tionships established between them, and the central platform that
sustains the ecosystem [10, 25, 31, 32]. However, both the concept
of Software Ecosystems and their applications in different domains
remain in constant evolution in the contexts of research, teaching,
and industry [8, 16]. In this context, the literature has pointed out
several challenges and limitations related to the modeling, analysis,
and use of SSN-based models for representing SECO [2, 14, 20, 24].

Despite the relevance of SSN-based modeling approaches, most
existing work still has a predominantly structural and descriptive
focus, concentrating on the representation of actors, relationships,

and flows present in the ecosystem [19, 23, 29]. Although these
representations are important for supporting the architectural and
organizational understanding of SECOs, they have limitations when
used for analyzing dynamic behaviors, fault propagation, opera-
tional evolution, and evaluating hypothetical scenarios over time
[1, 10, 21].

Furthermore, modern SECOs have become increasingly complex,
incorporating multiple vendors, distributed services, external plat-
forms, cloud-based components, and continuous integration mech-
anisms [4, 26]. In this context, failures in critical actors, changes in
demand, adoption of new technologies, or changes in infrastruc-
ture can generate significant impacts on the overall behavior of
the ecosystem [12, 33]. However, there is still a lack of approaches
capable of transforming structural SECO models into simulatable
environments, allowing the execution of dynamic scenarios and the
analysis of metrics related to resilience, dependency, contribution
flow, structural risk, and operational capacity of the ecosystem
[20, 27, 28].

Given this scenario, this work proposes SECO-Sim, an agent-
based simulation framework for executing dynamic SECO scenarios
modeled using the SSN notation. The proposal allows transform-
ing structural models into simulatable environments, enabling the
execution of different types of scenarios, such as critical supplier
failures, increased demand, service quality degradation, and the
adoption of new technologies. In addition to dynamic simulation,
the framework incorporates probabilistic analysis mechanisms us-
ing Monte Carlo, allowing multiple simulations with parameter
variation and evaluating the stability, sensitivity, and emergent
behavior of the simulated SECO.

To evaluate the proposal, an in-silico experiment was conducted
using the SOLAR SECO, in which different dynamic scenarios were
executed and analyzed, including critical supplier failure, techno-
logical adoption, and platform overload. Thus, the main contribu-
tions of this work include the proposal of a dynamic simulation
framework for SECO based on SSN models, the definition of mech-
anisms for transforming structural models into simulatable agents,
the implementation of metrics for dynamic analysis of SECO, the
incorporation of probabilistic simulations using the Monte Carlo
method, and the execution of an in-silico experiment based on a
real academic ecosystem.

The remainder of this work is organized as follows. Section 2
presents related work. Section 3 describes the SECO-Sim frame-
work. Section 4 presents the in-silico experiment and simulation
scenarios. Finally, Section 5 presents the conclusions and future
work.
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2 Related Work
Pinheiro et al. (2024) proposed an SSN-based approach to analyze
the evolution of SECO. The work uses the ECOS Modeling tool to
support the modeling and statistical analysis of different versions
of SSN models, allowing the observation of quantitative, percent-
age, and average variations related to actors, relationships, and
SECO components. The approach was evaluated through case stud-
ies involving the SOLAR and SIPPA SECO, as well as an expert
assessment. The results indicated that the approach helps in under-
standing the structural evolution of ecosystems and in visualizing
changes over time. Although this work advances the evolution-
ary analysis of SECO through SSN models, its focus remains on
the structural comparison between model versions, without trans-
forming such models into executable simulation environments. In
contrast, the present study broadens this perspective by proposing
SECO-Sim, capable of executing dynamic scenarios on SSN models,
analyzing temporal impacts, propagating effects between actors,
and conducting probabilistic experiments.

Onagh (2025) investigated the evolution of SECO and the role of
community dynamics in the functional evolution of software exten-
sions. The study analyzed 6,983 GitHub Actions from the GitHub
Marketplace, identifying high functional redundancy among ex-
tensions and using graph-based analyses to understand version
patterns, contributions, and evolutionary trends. Furthermore, the
work evaluated the functional maturity of proprietary applications
in the healthcare field, especially related to the adoption of AI-
based functionalities. The results highlight limitations in functional
evolution and the adoption of new capabilities in the analyzed
ecosystems. Although the study proposes a data-driven approach
to analyze functional evolution in SECOs, it does not address dy-
namic simulation mechanisms or executable modeling. In contrast,
SECO-Sim proposes transforming SSN models into agent-driven
simulations, allowing the exploration of evolutionary scenarios and
dynamic behaviors in SECO.

Mens (2016) presented a foundational ecosystemic and socio-
technical view on themaintenance and evolution of software ecosys-
tems. The author argues that to properly address evolution chal-
lenges such as dependency management and community turnover
SECOs must be analyzed as complex socio-technical networks
where human contributors and technical artifacts continuously
interact. Notably, the study advocates for interdisciplinary method-
ologies, explicitly highlighting the potential of complex systems
theory and agent-based simulation to investigate the non-linear
behaviors of large-scale software development. Although this work
provides a strong theoretical justification for treating SECOs as
complex adaptive systems and modeling developers as interacting
entities, it remains a conceptual viewpoint rather than a practical
tool. In contrast, SECO-Sim operationalizes this socio-technical
perspective by providing a concrete framework that transforms
structural SECO models into executable, agent-driven simulations,
allowing for the dynamic experimentation of these interactions.

Based on the analysis of related works, it is observed that there
is still a gap regarding the use of SECO structural models as a
basis for simulatable environments and dynamic experimentation.
Table 1 presents a comparison between the analyzed works and the
proposal of this study.

Figure 1: Overview of the SECO-Sim framework architecture
for transforming SSN models into agent-based simulation
environments.

3 SECO-Sim Framework
This section presents SECO-Sim, a proposed solution for trans-
forming SECO models represented using the SSN notation into
executable, agent-based simulation environments. SECO-Sim inte-
grates mechanisms for structural transformation, temporal execu-
tion of dynamic scenarios, impact propagation, and probabilistic
analysis, allowing the investigation of evolutionary behavior, de-
pendencies, and emergent patterns in SECO.

3.1 Framework Overview
The SECO-Sim framework was designed to transform SECO struc-
tural models, represented by the SSN notation, into executable
agent-based simulation environments. The proposal aims to enable
the dynamic analysis of ecosystems, allowing the execution of sce-
narios related to impact propagation, failures, demand variations,
technological adoption, and structural changes over time. Figure 1
shows the general architecture of the framework, organized into
three main layers: SSN Processing Layer, Simulation Layer, and
Analysis & Visualization Layer. Each layer is responsible for a spe-
cific set of activities related to the transformation, execution, and
analysis of the simulatable models.

In the first layer, called SSN Processing Layer, the framework
performs the initial processing of the SSN models. The process be-
gins with the import of the model in XML format exported from the
ECOS Modeling tool, containing actors, flows, relationships, and
dependencies of the ecosystem. Next, the SSN Parser module inter-
prets the structural elements of the model, extracting information
relevant to the simulation. Subsequently, the Graph Builder mod-
ule converts the model into a graph-based representation, using
structures compatible with network analysis libraries, allowing the
representation of dependencies, connections, and flows between
the actors in the SECO.
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Table 1: Comparison between related work and the proposed study

Work Objective Approach Focus Difference Compared to
the Proposed Study

Pinheiro et al. (2024) Analyze the evolution of
SECO using SSN mod-
els and statistical compar-
isons between ecosystem
versions

Structural modeling +
statistical analysis

Evolution of SSNmod-
els

Focuses on structural com-
parison between model
versions, without executable
simulation or dynamic
scenario execution

Onagh (2025) Investigate the influence
of community dynamics
on the functional evolu-
tion of software exten-
sions

Graph analysis + empir-
ical ecosystem analysis

Functional evolution
in SECO

Focuses on functional redun-
dancy and community evo-
lution, without dynamic sim-
ulation or executable SECO
models

Mens (2016) Present a socio-technical
view on the challenges
of software ecosystem
maintenance and evolu-
tion

Conceptual analysis
+ interdisciplinary
review

Socio-technical dy-
namics in SECO

Provides a theoretical foun-
dation and suggests agent-
based simulation, but lacks a
concrete, executable simula-
tion framework

Proposed Study Propose a simulation
framework for SECO
based on SSN models

Agent-based simulation
+ Monte Carlo + SSN
transformation

Dynamic simulation
of SECO

Transforms SSN models into
executable simulation envi-
ronments, enabling dynamic
scenario execution, proba-
bilistic analysis and behav-
ioral evaluation of ecosys-
tems over time

The second layer, called Simulation Layer, contains the mecha-
nisms responsible for running the simulation. Initially, the Agent
Mapping module transforms the elements of the SSN model into
simulatable agents, representing actors such as suppliers, platforms,
users, and ecosystem components. These agents then possess spe-
cific states, attributes, and behaviors during the simulation execu-
tion.

The Simulation Engine module is responsible for the temporal
control of execution, managing states, events, and interactions
between agents over time. Through this mechanism, the framework
enables the execution of different dynamic scenarios, including
failures in critical actors, variations in demand, adoption of new
technologies, and structural changes in the SECO. Furthermore, the
Impact Propagation module allows for the analysis of how events
and changes in specific actors can propagate through the ecosystem
network, affecting other connected components. This mechanism
makes it possible to investigate critical dependencies, structural
resilience, and potential cascading effects within the SECO.

Finally, the Analysis & Visualization Layer is responsible for the
analytical processing of the results generated during the simulation.
The Analysis Layer module performs the calculation of dynamic
metrics and probabilistic analyses using Monte Carlo simulations,
allowing the observation of emerging patterns, SECO stability, and
agent behavior under different experimental conditions. The re-
sults generated by the framework can be exported in different
formats, including reports, statistical metrics, CSV files, and ana-
lytical dashboards, offering support for experimental analysis and
understanding the dynamic behavior of SECO.

3.2 SSN-to-Agent Transformation
The SSN-to-Agent transformation stage constitutes the structural
core of SECO-Sim. In this stage, the elements represented in the
SSN models are converted into executable entities capable of par-
ticipating in the simulation environment. The objective of this
transformation is to allow originally static components of the mod-
eling to acquire dynamic behavior, internal states, and the ability
to interact over time. Initially, the SSN model is processed by the
framework’s parser, responsible for identifying actors, relationships,
dependencies, flows, and structural components of the SECO. Then,
this information is used to construct a graph representation of the
ecosystem, allowing the mapping of connections and dependency
relationships between the different elements.

After the graph is constructed, the framework performs the map-
ping process to agents. Each actor in the SECO can be transformed
into a computational agent with specific characteristics. For ex-
ample, suppliers can represent agents responsible for providing
services or components; platforms can act as central integration
elements; users and consumers can represent demand agents; while
intermediaries can perform propagation or coordination functions.

In addition to agent types, the transformation process also de-
fines behavioral and structural attributes, such as dependency level,
criticality, contribution capacity, degree of connectivity, and opera-
tional state. These attributes are subsequently used during simula-
tion execution to define interaction patterns, impact propagation,
and temporal evolution of the SECO. The SSN-to-Agent transfor-
mation allows preserving the original structure of the SSN model
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while adding the dynamic capabilities necessary for running simu-
latable scenarios. In this way, the framework makes it possible to
investigate not only the structural composition of SECO, but also
the emergent behavior resulting from the interactions between its
actors. Table 2 presents the main agent types currently supported
by SECO-Sim, as well as their respective structural mappings and
simulatable behaviors.

Table 2: Agent types supported by SECO-Sim

Agent Type SSN Mapping Behavior in Simula-
tion

Supplier Agent Suppliers / Or-
ganizations

Provides services and
components

Platform Agent Platforms /
SECO Core

Coordinates interac-
tions and dependencies

Consumer
Agent

Clients / Users Generates demand and
consumes services

Intermediate
Agent

Aggregators /
Intermediaries

Propagates flows and
mediates interactions

3.3 Simulation Process
The SECO-Sim simulation process is responsible for the dynamic
execution of the modeled SECOs, allowing for the analysis of the
temporal evolution of agents, the propagation of events, and the
impacts generated by different scenarios. The simulation occurs in
discrete temporal cycles, in which agents interact according to rules
defined by the environment and configured parameters. During
each execution cycle, the framework updates the state of the agents,
processes active events, recalculates dependencies, and records met-
rics related to the SECOs behavior. This process makes it possible
to observe phenomena such as fault propagation, platform over-
load, changes in contribution flows, demand changes, and effects
resulting from the adoption of new technologies. The simulation
process is divided into four main stages: definition of input models,
scenario configuration, event propagation, and temporal execution
flow. These stages allow for structuring the simulation execution
in a modular and extensible way.

3.3.1 Input Models. SECO-Sim input models are based on SSN
representations exported in structured formats, such as XML or
JSON. These models describe the SECO actors, their relationships,
dependencies, and interaction flows. The elements extracted from
the models are used as the basis for building the simulation envi-
ronment. From this information, the framework identifies the types
of agents, the existing links between them, and the possible paths
for impact propagation in the SECO. In addition to structural infor-
mation, the input models can include additional metadata, such as
criticality levels, dependency weights, interaction frequency, and
actor relevance indicators. This data allows for enriching the simu-
lation behavior and making the scenarios more closely resemble
real-world environments.

3.3.2 Scenario Configuration. Scenario configuration allows you
to define the experimental conditions that will be executed dur-
ing the simulation. This step makes it possible to create different

situations capable of altering the behavior of the SECO over time.
Among the scenarios supported by the framework are failures in
critical components, service interruptions, increases or decreases
in demand, the insertion of new actors, the adoption of emerging
technologies, and changes in the levels of dependence between
agents. Each scenario can have specific parameters, such as event
duration, impact intensity, probability of occurrence, and scope of
affected agents. This flexibility allows for the execution of different
types of experiments and the evaluation of ecosystem behavior
under varying conditions.

3.3.3 Event Propagation. The event propagation mechanism is re-
sponsible for disseminating impacts among SECO agents during
simulation execution. When an event occurs in a particular agent,
its effects can propagate to other agents connected by dependency
or flow relationships. Propagation considers factors such as the
criticality of the relationships, the intensity of the impact, the de-
gree of connectivity, and the current state of the affected agents.
In this way, local events can generate systemic effects in different
parts of the ecosystem. This mechanism allows for the analysis
of phenomena such as fault cascades, disruption of contribution
flows, degradation of central platforms, and effects resulting from
excessive dependence on critical actors. Furthermore, the propaga-
tion process makes it possible to investigate levels of resilience and
recovery capacity of the ecosystem.

3.3.4 Execution Flow and Monte Carlo Support. The simulation
execution flow is organized into discrete temporal cycles. In each
cycle, the framework executes a set of steps responsible for updating
the ecosystem’s state. Initially, active events are processed and
propagated among connected agents. Then, the internal state of
each agent is updated according to its interactions, dependencies,
and operational parameters. After this update, dynamic metrics are
recalculated and recorded for later analysis. The flow continues
until the simulation’s stopping condition is reached, such as the
maximum number of cycles, ecosystem stabilization, or the end of
the configured events. At the end of the execution, the results are
stored in structured formats, enabling the generation of reports,
graphs, and statistical analyses.

SECO-Sim incorporates support for probabilistic simulations
using the Monte Carlo method [13], allowing multiple iterations of
the same scenario with controlled random variations. The goal is to
reduce dependence on deterministic results and enable more robust
analyses of SECO behavior. During Monte Carlo runs, parameters
such as failure probability, impact intensity, agent behavior, and
event propagation can vary according to predefined probability dis-
tributions. Each run produces distinct results, allowing the observa-
tion of recurring patterns, average behavior, and extreme scenarios.
The use of Monte Carlo makes it possible to assess the resilience,
stability, and sensitivity levels of the SECO in the face of oper-
ational uncertainties. Furthermore, the framework can calculate
aggregate statistical indicators, such as mean, standard deviation,
and frequency of occurrence of certain behaviors throughout the
simulations.
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3.4 Dynamic Metrics
SECO-Sim provides a set of dynamic metrics designed for the be-
havioral and evolutionary analysis of SECO during simulation
execution. These metrics allow observation of how agents and
relationships evolve over time in different scenarios. Supported
metrics include impact propagation, dynamic centrality, failure
rate, component availability, structural stability, interaction density,
contribution volume, and mean ecosystem recovery time.

Metrics are calculated continuously during execution cycles and
stored for later statistical analysis and visualization. This allows
for the identification of emerging patterns, structural bottlenecks,
critical agents, and ecosystem resilience levels. In addition to indi-
vidual metrics, the framework also allows for combining indicators
to generate composite analyses of systemic behavior, facilitating
an understanding of the overall ecosystem dynamics and support-
ing experimental studies related to evolution, sustainability, and
structural dependency in SECO. Table 3 presents some of the main
metrics currently supported.

Table 3: Dynamic metrics supported by SECO-Sim

Metric Description

Impact Propagation
Rate

Measures how failures spread through
the SECO

Recovery Time Average time required for SECO stabi-
lization

Dynamic Centrality Measures the temporal importance of
agents

Failure Rate Percentage of agents affected during ex-
ecution

Interaction Density Volume of active interactions between
agents

4 Preliminary In-Silico Experiment
As a preliminary assessment of the SECO-Sim framework’s func-
tionality, an in-silico experiment was conducted using the SOLAR
SECO.

4.1 SECO Description
As a preliminary study for the evaluation of SECO-Sim [11], SO-
LAR SECO, a Virtual Learning Environment developed by Federal
University of Ceara, was used, focusing on supporting face-to-face,
blended, and distance learning courses. SOLAR was conceived as
an educational platform based on open-source software and ori-
ented towards integration with different systems, services, and
technologies, constituting over time a complex and multifaceted
SECO. SOLAR SECO emerged from the continuous evolution of the
main platform and the formation of a network of actors responsi-
ble for providing technologies, services, integrations, maintenance,
content, and complementary functionalities [9, 22].

The SECO system has a strong dependence on external techno-
logical components, including web servers, databases, development
frameworks, and institutional academic systems. Among the main
technological components used are PostgreSQL, NGINX, Linux,

Figure 2: SSN model of the SOLAR SECO [8].

Puma, GitHub, and Ruby on Rails, in addition to integration with
academic systems such as SIGAA. SOLAR also provides APIs that
allow integration with external applications, contributing to the
growth of a community of developers and services associated with
the platform. Figure 2 presents the SOLAR SECO SSN model, high-
lighting the main actors, relationships, and flows of the SECO.

The choice of the SOLAR SECO for the in-silico experiment
was due to its structural complexity, diversity of actors, and the
presence of multiple technological and organizational dependencies.
Furthermore, this SECO had already been previously modeled using
the SSN notation, which facilitated its transformation into an agent-
based model within the SECO-Sim context. The SSN model used
in this experiment contains 49 elements, including 23 actors, 26
interaction flows, and 22 business relationships. Among the actors
are SOLAR as the company of interest, 10 suppliers, 10 clients/users,
one intermediary, and one aggregator. All actors were processed by
the SECO-Sim parser and converted into 23 computational agents,
enabling the execution of dynamic simulation scenarios involving
failures, overloads, and structural changes in the SECO.

4.2 Simulation Scenarios
To evaluate the behavior of the modeled SOLAR SECO under dif-
ferent conditions, three simulation scenarios were defined: Critical
Supplier Failure, Technology Adoption Improvement, and Platform
Overload. Each scenario introduces specific events over time, allow-
ing observation of structural and behavioral changes in SECO. The
Critical Supplier Failure scenario simulates failures in important
technology suppliers, such as PostgreSQL and NGINX, as well as
reductions in platform quality and user satisfaction. The objective
is to analyze the SECOs resilience in the face of the unavailability
of critical dependencies. The Technology Adoption Improvement
scenario represents a positive evolution of the ecosystem through
improvements in technology quality and increased user demand.
This scenario seeks to evaluate how technological strengthening
impacts the contribution flow, adoption rate, and SECO growth. Fi-
nally, the Platform Overload scenario simulates accelerated growth
in user demand combined with degradation of platform quality and
reduced user satisfaction.

4.3 Simulation Results
The simulations were run for 30 time cycles for each scenario, using
the same SSNmodel of the SOLAR SECO. In all scenarios, the model
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was converted into 23 simulation agents, including 10 vendors, 8
users, 2 clients, 1 platform, 1 intermediary, and 1 aggregator.

In the Critical Supplier Failure scenario, the results indicate a
progressive reduction in the SECOs operational capacity after the
deactivation of critical suppliers. The PostgreSQL failure in step 10
reduced the dependency level from 1.0 to 0.8693 and increased the
dependency risk to 0.2. Subsequently, the NGINX failure in step
18 again reduced the dependency level to 0.7582 and increased the
risk to 0.4. At the end of the simulation, the contribution flow was
45.3279, the adoption rate was 0.4886, and the final backlog was
80.1037. These results indicate that failures in structural suppliers
directly affect the overall performance of the SECO and reduce its
ability to maintain stable flows.

In the Technology Adoption Improvement scenario, a more pos-
itive behavior was observed. Quality improvements in actors such
as GitHub, PostgreSQL, NGINX, SOLAR, Tutor, and SIGAA Users
contributed to maintaining the dependency level at 1.0 and the
dependency risk at 0.0 throughout the execution. The final contri-
bution stream reached 87.5467, while the final adoption rate was
0.593. However, the increased demand also raised the platform load
to 19.3602 and the final backlog to 183.6021, indicating that tech-
nological improvements can expand ecosystem activity but also
generate greater operational pressure on the core platform.

In the Platform Overload scenario, the initial surge in demand
temporarily increased the contribution flow, which reached 97.1792
in step 7. However, the gradual degradation of platform and supplier
quality, combined with reduced user satisfaction, caused a contin-
uous decline in the indicators. At the end of the simulation, the
contribution flow fell to 36.7984, the adoption rate to 0.3776, and the
platform load to 8.1024. These results suggest that overload, when
combined with loss of quality and satisfaction, can compromise the
sustainability of the SECO over time.

A comparative analysis of the scenarios reveals different SECO
behaviors under distinct operational conditions. In the critical sup-
plier failure scenario, the deactivation of critical suppliers reduced
the dependency level from 1.0 to 0.7582 and increased the depen-
dency risk to 0.4, directly impacting the SECOs stability. As a conse-
quence, the final contribution flow fell to 45.3279 and the adoption
rate decreased to 0.4886. Figure 3 shows a comparison of the evo-
lution of the contribution flow between the simulated scenarios.

Figure 3: Comparison of contribution flow evolution across
the simulated scenarios.

4.4 Discussion
The results obtained in the in-silico experiment demonstrate the
potential of SECO-Sim to support dynamic analyses in SECO using
SSN models. Unlike purely structural approaches, the framework al-
lows for the representation of temporal changes, failures, overloads,
and alterations in actor behavior over time, making it possible to
observe emerging impacts on the SECO. The simulated scenarios
showed that critical dependencies can significantly compromise
the stability of the ecosystem, while technological improvements
tend to strengthen contribution flows and platform adoption, al-
though they can also increase operational pressure on the core
infrastructure. Furthermore, the experiment showed that the frame-
work is able to preserve the structure of the original SSN model
during the transformation to computational agents, allowing for
the connection of structural modeling and dynamic simulation in
the same process. These results indicate that SECO-Sim can be
used to support exploratory analysis, resilience assessment, and
the investigation of complex behaviors in software ecosystems.

5 Conclusion and Future Work
This work presented SECO-Sim, a framework for transforming SSN
models into agent-based simulation environments for SECOs. The
framework extends static SSN modeling by enabling the simulation
of dynamic events, temporal changes, and emergent behaviors. As
a preliminary evaluation, SECO-Sim was applied in an in-silico
experiment using the SOLAR SECO under scenarios involving sup-
plier failures, technological improvements, and platform overload.
The results showed that the framework preserved the original SSN
structure while successfully representing dynamic SECO behavior
over time. From a practical perspective, these simulated metrics can
assist SECO managers, organizations, and communities in strategic
decision-making, such as identifying critical vulnerabilities, an-
ticipating bottlenecks caused by rapid technology adoption, and
planning resource allocation proactively.

This study has some threats to validity. The evaluation was con-
ducted using a single preliminary in-silico experiment, which limits
the generalizability of the results to other SECOs. Furthermore,
the simulation parameters—such as failure intensity, degradation
thresholds, and impact weights—were defined manually without
empirical justification from real-world operational data. To address
these limitations, future work will focus on calibrating these pa-
rameters using historical data from Mining Software Repositories
(MSR) and expert elicitation. We also plan to fully exploit the frame-
work’s Monte Carlo capabilities through aggregated probabilistic
runs, expand the agent models to support gateways, and evaluate
SECO-Sim across diverse, concrete target SECOs with well-defined
evaluation criteria.

Artifact Availability
The data collected and used in this work are publicly available
at: https://doi.org/10.5281/zenodo.20298342. The repository also
includes additional graphs, reports, analyses, and Python scripts
used in the experiments.
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